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Power  system  security  is  vulnerable  to cyber  attacks  that  may  cause  significant  damages  to  the power
grid  and  result  in  huge  financial  losses.  In this  paper,  we  show  the  risks  associated  with  cyber  attacks  and
propose  an  artificial  neural  network-based  protection  approach.  The  proposed  algorithm  can  monitor  the
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used  to  decrease  the  amount  of  data  input  required  by the  algorithm  while  the system  stays  observable.
We  run  our  experiments  on  the  IEEE  24-bus  reliability  test  system.  The  experimental  results  show  that
the  developed  algorithm  is  a promising  enhancement  to ensure  data  integrity  in  control  centers.
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etwork observability

. Introduction

Power system security is one of the top priorities for control
enter operators. Internal and external factors can put the security
f the power system at risk. The external factors include cyber-
errorist attacks, sabotage and environmental impacts [1] while
he internal factors are inherent to the accuracy of power system
pplications and their associated input data. As the utility industry
ecomes more automated and relies more on automated devices,
he major threat to the grid is shifting from equipment failures
o cyber-security attacks [2].  According to [3],  cyber threats hap-
en when unauthorized users exploit cyber system vulnerabilities.

 cyber terrorist could wisely design a malicious data-tampering
ttack to deliberately inflict major damage on the power grid. The
ntruder can gain access to the supervisory control of a SCADA sys-
em and initiate control actions.

Several software modules are used by power system operators
o support decision making in the control centers. As a case in point,
he state estimation software gives system operators an updated
icture of the system status by estimating the actual values of

ystem variables using real-time data. The software estimates the
oltage magnitudes and voltage angles at all network buses [4].
he effectiveness of state estimation can be affected by bad data
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stemming from equipment installation problems, localized equip-
ment failures, communication errors, etc. It has been also pointed
out in [5] that the cyber attackers may  take advantage of the bad
data for financial arbitrage such as virtual bidding at selected pairs
of nodes. Since state estimation procedures already consider that
data measurements can be bad, existing procedures have been
modified to detect malicious attacks to the data [6].  The weighted
least squares (WLS) method, which solves Gauss’ normal equations
iteratively, was  initially used in state estimation. And consequently,
the Bad Data Detection, Identification and Elimination (BDDIE)
method was proposed to detect data attacks [6].  These orthogonal
transformation techniques are not widely used in the power system
community due to the required high computation efforts in large
systems [7].  The bad data suppression (BDS) algorithm, based on a
non-quadratic cost function, was proposed to improve the perfor-
mance of the WLS  technique in the presence of bad data [7].  In this
technique, the least normalized residuals (LNR) are used in detec-
tion and elimination of bad data. This use of residual analysis and
non-quadratic estimation criteria laid the groundwork for the con-
cept of interacting vs. non-interacting bad data and the ability to
probabilistically predict false alarms [8].

Valenzuela et al. [9] considered another important software
module used by the control centers, the Optimal Power Flow (OPF),
that can be a target for a data attack. OPF determines the steady-

state operation point which ensures the minimum generation cost
while maintaining system constraints on real and reactive power,
generator outputs, transmission line flows, bus voltages, etc. The
authors pointed out that an undetected cyber attack on the input

dx.doi.org/10.1016/j.epsr.2012.11.015
http://www.sciencedirect.com/science/journal/03787796
http://www.elsevier.com/locate/epsr
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Nomenclature sets

�k set of lines to/from the bus k
 ̋ set of zero injection buses

˚k set of lines to/from the zero-injection bus k ∈ �
  set of generators

Constants
K number of buses
L number of lines
Lk load at bus k
˛(l) from bus of line l
ˇ(l) to bus of line l
Hk,l incidence matrix coefficient (−1, 0 or 1) at bus k of

line l
Sl susceptance of line l (Siemens)
Cg energy cost of generator g ($/MWh)
Pmin
g minimum generation of generator g (MW)
Pmax
g maximum generation of generator g (MW)
Fmax
l

maximum capacity of line l (MVA)
Nk number of transmission lines to/from zero-injection

bus k

Variables
pg energy dispatched by generator g ∈   (MW)
fl power flow at line l = 1, . . .,  L (MVA)
�k voltage angle at bus k = 1, . . .,  K (degrees)
xl binary variable which equals 1 if line l is chosen
x’l binary variable which equals 1 if the flow on line l

can be computed
yk binary variable which equals 1 if bus k is chosen
y’k binary variable which equals 1 if the voltage on bus

k can be computed
εi threshold value i
SSEt the mean of the sum of squared errors at time t

d
n
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F power flow matrix

ata to the OPF module could cause power to be dispatched erro-
eously, overloading transmission lines and possibly resulting in
ascading power outages. Traditional state estimation can detect
ifferences in database parameters and estimated parameters dur-

ng the bad data detection process; however, cyber terrorists could
arefully design an attack after the most recent state estimation
rogram has run that is undetectable and intentionally designed
o hamper the grid. In [10], it was shown that false data injection
ttacks cannot be avoided in today’s SCADA systems. The notion
f a false data injection attack was first introduced in 2009 [11].
esides, it is discussed in [12] that current bad data detection
chemes would not detect all types of parameter changes, espe-
ially when branch power flows and power injections at both ends
f a branch are critical to estimate the conventional state vector.
ence, it can be inferred that data manipulations would remain
ndetected and the incorrect database parameters would be used
or later decisions. It has been pointed out also in [13] that there is a
rucial need for SCADA real-time intrusion detection algorithms to
itigate the risk of cyber threats. To our knowledge, the data sup-

lied to the OPF module is not well-protected against these kinds
f attacks and could be an attractive target for cyber attackers.
n a similar research to this paper, Valenzuela et al. [9] proposed

 bad data detection algorithm that monitors the AC power flow

esults of the OPF. The algorithm uses Principal Component Anal-
sis (PCA) to determine whether the power system input data has
een compromised. In this paper, we address the same problem as

n [9],  but we use a different approach which allows for several
ems Research 96 (2013) 285– 295

enhancements to our algorithm. Our approach is based on a
forecasting technique while the other paper uses a variability
monitoring technique. The advantage of our technique is that the
threshold value can be computed statistically. The threshold value
in [9] is obtained by experimentation. Another difference is that [9]
considers just the AC OPF software while we consider both the AC
and DC OPF. Lastly, we show by an example how a cyber-attack to
the network data can endanger the physical power system, which
is not discussed in [9].

We  use artificial neural network (ANN) to verify the trustwor-
thiness of the results from the OPF. ANN has been used extensively
in nonlinear systems such as the single-ended fault location of
transmission lines [14], short term load forecasting [15] and power
transformer fault diagnosis [16]. However, to the best of our knowl-
edge, it has not been used in detecting data anomalies in power
system applications. We  also model network observability rules as
a mixed integer linear programming (MILP) problem to reduce the
dimensionality of the problem while still maintaining the critical
variables.

The rest of this paper is organized as follows: Section 2 describes
the optimal power flow model. Section 3 analyzes the cyber attacks
to the network data. Section 4 discusses the anomaly detection
model and the ANN algorithm. Section 5 provides experimental
results and Section 6 reports our conclusions.

2. Optimal power flow model

Modern power system control centers run a sophisticated col-
lection of computer applications and maintain huge databases that
ensure the economical operations of the power system. The input
data to various application modules is cleansed and sampled for
computation, storage and further analysis. In this paper we  model
a system where a cyber terrorist has compromised the integrity of
the data supplied to the OPF module. We  focus on the OPF  module
because it plays a significant role in power generation and transmis-
sion, and an undetected attack to the input data to the OPF could be
disastrous to the power grid. OPF is an optimization-based module
which minimizes the total generation cost of the system. For sim-
plicity, a simplified DC OPF is presented in this section. However,
in Section 5, we  provide the results for both the DC and AC models.

z = Min
∑
g ∈ �

Cgpg (1)

subject to

L∑
l=1

Hk,l × fl + pk = Lk for k = 1, . . . , K (2)

fl − Sl × (�˛(l) − �ˇ(l)) = 0 for all l = 1, . . . , L (3)

−Fmax
l ≤ fl ≤ Fmax

l for all l = 1, . . . , L (4)

Pmin
g ≤ pg ≤ Pmax

g for g ∈ � (5)

The objective function in (1) is subject to power balance con-
straints at each bus k given in (2).  The power flow on each line l is
shown in (3).  Constraints in (4) represent thermal flow limits for
all lines, and constraints in (5) are generation capacities for each
generator. The variables �k are unrestricted.

3. Analysis of cyber attacks to the network data
The main goal of this research is to provide the system operators
with an approach to protect the power system from attacks against
the network model used in the OPF calculation. The network model
represents the physical parameters of the network and is stored in
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Fig. 1. 6 Bus test system [17].

Table 1
Load in MW.

Bus 1 2 3 4 5 6

Load (MW)  0 0 0 80 80 80

Table 2
Power generation output with no cyber attack.
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Line 1 - Attacked

Line 5 - Attacked
Generator 1 2 3 Total

pg (MW)  46.77 103.18 90.05 240.00

 database. We  use a 6-bus test system given in [17] to show how a
yber attack to the network data can endanger the physical power
ystem. The 6-bus test system is shown in Fig. 1. This test system
ncludes 6 buses, 3 generators and 11 transmission lines. Table 1
hows the load at each bus.

First, we run the DC version of the OPF software to obtain power
eneration outputs and flows in the transmission lines assuming
hat there is no contaminated data. We  use MatPower [18] in this
aper for the OPF calculations. The power generation results are
iven in Table 2, and Table 3 shows the flows on transmission lines.
he last column of Table 3 shows the percentage of transmission
ine capacity used for dispatching.
Next, we assume that intruders attack the database by getting
ccess to the physical parameters of the network and carefully mak-
ng changes to hamper the power grid. In addition, we assume that
he system operator is unaware of these changes and operates the

able 3
lows with no cyber attack.

Line Fmax
l

fl (MVA) % Line capacity used

1 40 −1.37 3.4
2  60 26.67 44.5
3  40 21.46 53.6
4 40 −2.71 6.8
5  60 56.08 93.5
6  30 22.37 74.6
7  90 26.07 29.0
8  70 28.42 40.6
9 80 58.92 73.6

10  20 2.76 13.8
11  40 −4.99 12.5
Fig. 2. The network model under attack.

system using the tampered data. The attacks consist of changing the
network topology by modifying the origin and destination buses of
some transmission lines. Mathematically, the network topology is
represented by Hk,1 in (2) of the OPF model. In the 6-bus test sys-
tem, line 1 distributes the power from bus 1 to bus 2. Line 5 goes
from bus 2 to bus 4. We  assume that the attack aims at changing
the destination of line 1 to bus 3 and the destination of line 5 to
bus 3. Notice that these cyber attacks will change only the network
topology and there will be no change in the physical parameters
of the network. Fig. 2 shows the network model under attack. The
dashed lines are the actual lines in the physical network which the
attacker modifies. As a result, the network topology stored in the
database no longer maps to the real system.

Because the network model does not match the physical net-
work, the physical flows will be different from the flows obtained
by the OPF software. To compute the physical flows after the cyber
attack, we  used MatPower [18], set the input voltage angles at
all buses and obtained physical power flows. Table 4 shows the
physical power flows on each line when the system is under cyber
attack.

As shown in Table 4, line 9 is obviously overloaded. Overloaded
transmission lines are highly undesirable to the grid stability since
the overloaded transmission lines may  lead to cascading outages
and blackouts. In addition to possible overloaded lines, an attack
can affect the economics of power systems by using more expensive

generating units or taking advantage of financial arbitrage in virtual
bidding at different nodes [19]. Therefore, it is extremely important
to detect this type of cyber attack to the system.

Table 4
Flows after the cyber attack.

Line Power flow % Line capacity used

1 0.34 0.8
2  25.58 42.6
3  11.78 29.4
4  −37.00 92.5
5  50.47 84.1
6 11.55 38.5
7  −0.26 0.29
8  48.91 69.9
9 91.98 115.0

10  −3.96 19.9
11 −11.72 29.3
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Fig. 3. Multi-layer ANN with two hidden layers.
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uct of y�(l) and xl. This is if y�(l) = 0 or xl = 0, then y′
ˇ(l) = 0. The value

of y′
ˇ(l) is 1 only if y�(l) = 1 and xl = 1.
. Detection model

In this section, we describe a model that allows the system oper-
tors to detect whether the network model has been compromised.
he detection model is based on ANN, which has been used exten-
ively in the area of power systems. In particular, ANN has broad
pplications in fault diagnosis methods because of its ability to deal
ith noisy inputs, non-linear function approximation, and adaptive

earning.

.1. Artificial neural network model

ANNs are usually trained offline and then used to detect faults
nline. As shown in Fig. 3, an ANN is composed of interconnected
ayers of artificial neurons. ANN is a powerful computational model

hich can adjust the values of the connections, namely the weights,
o approximate almost any nonlinear function [20].

In our detection model, ANN is used to estimate the power flows
t period t given the load and the power flows at the previous period

 − 1. To detect anomalies the estimated power flows are then com-
ared to the power flow output from the OPF module in the same
eriod to determine whether an anomaly exists. The flows and the

oad at the previous period are the input data to the ANN model.
he load is included to eliminate the variations stemming from load
ariability. Fig. 4 shows a block diagram of the inputs/outputs of the

lgorithm. The MATLAB Neural Network Toolbox described in [20]
s used to train the ANN module of the detection algorithm.

Trained ANN

Loads at Period t -1

Power Flows at Period t -1

OPF

Loads at Period t

Generators Status at Period t

Fig. 4. Block diagram of the input
ems Research 96 (2013) 285– 295

4.2. ANN reduction

The number of input vector entries to the ANN model is deter-
mined by the number of transmission lines plus the number of
buses where loads are present. Since one of the factors affecting
the computational efficiency of the detection algorithm is the size
of the input vector, we use the concept of network observability
defined in [21] to reduce the size of ANN. The network observability
is a measure for how well to infer the state of a system by knowl-
edge of a subset of its external outputs. Hence, we can just select a
subset of transmission flows and buses such that the power system
can still remain observable with less data. The problem of finding
these subsets is formulated as a MILP model where the constraints
assure the observability of the power network. The MILP model is
formulated as follows:

Min
L∑
l=1

xl +
K∑
K=1

yk (6)

subject to

C1 : y′
ˇ(l) = y˛(l)xl for all l such that ˇ(l) /∈  ̋ (7)

C2 : x′
l = y˛(l)yˇ(l) for all l  such that ˇ(l) or ˛(l) /∈ ˝ (8)

C3 : (
∑

l ∈ ˚
xl) − x′

l′ ≤ Nk − 2 for all k ∈  ̋ and for all l
′ ∈ ˚k (9)

C4 : xl + y′
k ≥ 1 for all l (10)

C5 : yk + y′
k ≥ 1 for all k /∈  ̋ (11)

C6 :
∑

l ∈�k
xl ≥ 1 for all k (12)

C7 : xl, x′
l, yk, y′

k ∈ {0, 1} for all l, for all k /∈  ̋ (13)

In the objective function (6),  the first term is the total number
of selected transmission lines while the second term is the total
number of chosen buses.

Constraints C1 assure that if we know the flow of a branch and
the bus voltage on one end, then the bus voltage on the other end
can be calculated via the power flow equations. Since the term
y�(l)xl is the product of two  binary variables, these constraints are
nonlinear. These constraints can be represented by a group of linear
constraints as follows:

2y′
ˇ(l) − y˛(l) − xl ≤ 0

y′
ˇ(l) − y˛(l) − xl ≥ −1

These two constraints set the binary variable y′
ˇ(l) to be the prod-
Constraints C2 assure that if we  know the voltages at both buses
of a transmission line, the line flow can be calculated. Again, the

Estimate of Power
Flows at Period t

Power Flows at
Period t

Is there any
anomaly?

s/outputs of the algorithm.
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Fig. 5. Flowchart of the 

erm y�(l)yˇ(l) is a nonlinear term. Similarly, these constraints can
e represented by two linear constraints as follows:

x′
l − y˛(l) − yˇ(l) ≤ 0

′
l − y˛(l) − yˇ(l) ≥ −1

Constraints C3 assures that for a zero-injection node, if just one
f the incidence transmission line flows is unknown, then it can
e calculated by Kirchhoff’s law. Constraints C4 and C5 assure that
ll bus voltages and transmission flows are either directly or indi-
ectly computed. Since the ANN predicts power flows, constraint C6
ssures that at least one transmission line from each bus is included
n the reduced set of inputs.

.3. Detection algorithm

The detection algorithm is theoretically grounded on forecasting
he power flows of the current hour t based on the power flows
f the previous hour t − 1. Forecasted power flows at hour t are
ompared to the power flows generated by the OPF module at hour
. The difference is computed by the sum of squared errors (SSE) of
he forecasted flows and the flows from the OPF. If the SSE is greater
han a threshold value, the alarm informs the system operator that
he power system may  have been compromised. We  use ANN as
he forecasting tool since it has been shown in other applications
14–16] to have excellent multivariate forecasting capabilities. We
escribe our methodology by the following pseudo code:

tep 0. Simulate the generators status
Simulate the generators status (on/off) from a continuous-time Markov
chain
Step 1. Generate historical power flows
tSim = Simulation Time
for t = 1 to 2×tSim + 1 do

Sample generator status
Solve the OPF using the load at time t
Compute the tth row of the power flow matrix F
end for
aly detection algorithm.

Step 2. Create and Train the Neural Network
Create the matrix Training-Input by using the entries 1 to tSim − 1 of the
flow matrix F as the input to the training function of the neural network
Create the Matrix Training-Target by using the entries 2 to tSim of the
flow matrix F as the target of the training function of the neural network
Create the neural network object
Train the ANN using the matrices Training-Input and Training-Target
Step 3. Statistically compute the threshold value
for t = tSim + 1 to 2×tSim + 1 do
Obtain an estimate for the flows at time t, P̂, by using the load and the
flows at time t − 1 as input to the neural network

Compute the vector Û by dividing P̂ by the maximum emergency
capacity of the transmission lines
Compute the tth row of the used-capacity matrix U by dividing the tth
row of the actual power flow matrix F by the maximum emergency
capacity of the transmission lines

Compute the sum of squared error SSEt between the tth row of U and Û
end for
Compute a threshold value � based on fitting a Weibull distribution
function to SSEt

Step 4. Test Detection Algorithm
for t = 2×tSim + 2 to T do
Sample generator status

Obtain an estimate for the flows at time t, P̂, by using the load and the
flows at time t − 1 as input to the neural network

Compute the vector Û by dividing P̂ by the maximum emergency
capacity of the transmission lines
Solve the OPF using the load at time t
Compute the vector U by dividing the power flows obtained from the
OPF by the maximum emergency capacity of the transmission lines

Compute the mean of the sum of squared error SSEt between Û and U
If  SSEt > ε then an anomaly exists
Else the system is in control
end if
end for
between 0 and 1 to avoid a computer overflow when computing the
sum of the squared errors. A summary of the algorithm is shown as
a flowchart in Fig. 5.
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Fig. 6. 24-

. Experimental results

To assess the performance of our detection algorithm, we use
ata from the IEEE Reliability Test System [22]. We  run our exper-

ments on the 24-bus system which consists of 38 transmission
ines, 24 buses of which 17 have loads, and 33 generators. A picture
f the 24-bus test system is provided in Fig. 6. We  refer the readers
o [18] and [22] for additional details.

The load data are obtained from the PJM [23]. A standardized
oad profile of 744 h by scaling down the load data based on the
eak load is created so that the value 1.0 corresponds to the peak

oad. The load at each hour is calculated by applying the load profile

o the IEEE test system. Although the load at each bus follows the
ame variability pattern, the actual values are distinct at different
uses. Fig. 7 is a plot of the standardized load of the first 168 h, used
o train the neural network.
st system.

5.1. DC-OPF detection algorithm

In this section, we develop the detection algorithm for DC-OPF.
We first construct the configuration of the ANN. The loads of buses
and power flows of transmission lines (at time t − 1) are the input
variables to the ANN. The output variables are the forecasted power
flows for time t.

5.1.1. ANN configuration
We use the multi-layer feed-forward back-propagation tech-

nique with an adaptive learning rate and momentum. The learning
rate, which controls the rate of convergence, is chosen to be 0.05.

The training process is stopped when either the minimum per-
formance gradient is reached or the performance goal is met. We
simulate the operation of the power system using the DC-OPF for
168 h (1/4 of the total hours of available data) to generate the
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Table 6
Solution of the MILP model.

Included buses in the
input vector

1, 2, 3, 5, 6, 8, 9, 10, 14, 15, 16, 19

T
C

Time (Hours)

Fig. 8. Power flows of four lines during the training period.

istorical power flows which are used to train the neural network.
o simulate generator failures, we sample the state of the genera-
ors according to a continuous-time two-state Markov chain. Fig. 8
hows the variations of the power flows on four of the lines in the

4-bus test system during the training period.

We  design two configurations, ANN-1 and ANN-2. ANN-1 uses
ll buses and lines (62 inputs) while ANN-2 uses the reduced net-
ork obtained by solving the MILP formulation described in Section

able 5
onfigurations of ANN-1.

Configuration Number of neurons 

Layer 1 Layer 2 Layer 3 

1 17 17 15 

2  17 17 18 

3  15 20 15 

4  15 15 15 

5  14 18 18 

6  17 15 16 

7 7  7 0 

8  8 10 0 

9 11  8 0 

10  13 8 0 
Included lines in the
input vector

3, 4, 5, 7, 8, 11, 14–22, 26–28, 30–32, 34, 36, 38

4. The performance of the ANN depends on its configuration and the
best configuration depends on the power network. To find the best
configuration for a given power system, we have developed a com-
puter code. The computer code tries different number of neurons
for the ANN and computes the mean and standard deviation of the
sum of squared errors (MSSE, SSSE) of the target output and the
ANN’s outputs of each configuration. The performance of an ANN
configuration is defined as MSSE + SSSE and computed by using the
data for hours 169–337. This process needs to be executed every
time a new system is studied.

In our experiments, a total of 500 different ANN configurations
are generated by changing the number of layers and the number of
neurons on each layer. Table 5 shows the statistics of the 10 best
configurations for ANN-1. Based on the criterion mentioned above,
the configuration in the first row is selected for ANN-1, which is a
four-layer feed-forward ANN. This network is activated by the tan-
sigmoid (2 layers), log-sigmoid (1 layer) and linear (output layer)
functions.

Similarly, we  determine the best configurations for ANN-2. This
network uses as input the load at buses and power flows on lines
determined by the MILP formulation given in (6)–(12). We  solve the
optimization model for the 24-bus test system. The solution is given
in Table 6, which shows that by applying the network observability
rules we  decrease the size of the input vector by 42% (from 62 to
36 inputs). For such a small system, the reduction of the number
of input/output variables may  not be strictly necessary. However,
for real world power systems where thousands of buses and trans-
mission lines may exist, without reduction the number of input
variables could be extremely large and prohibited for computa-
tion. The advantage of using network observability rules is that the
crucial variables are maintained in the reduced set.

We train 500 different ANN configurations and select the one
with the best performance as is done with ANN-1. Table 7 shows
the 10 best configurations for ANN-2. The configuration in the first
row is chosen.

5.1.2. Determining the threshold value
First, we statistically determine the threshold value ε1 for the

ANN-1 model and calculate the sum of the squared error SSE at
each hour for the next 168 h which are hours from 169 to 337. The

values of SSE are fitted to a Weibull distribution, which is commonly
used in reliability engineering and failure analysis. For ANN-1, the
scale and shape parameters are estimated to be 0.031 and 0.80,
respectively. Assuming that a 2.5% false alarm rate is acceptable, the

The sum of squared errors

Min Mean Max  Standard deviation

0.0002 0.0362 0.2156 0.2154
0.0002 0.0362 0.2644 0.2642
0.0002 0.0362 0.2937 0.2935
0.0002 0.0364 0.2965 0.2963
0.0003 0.0377 0.2385 0.0547
0.0005 0.0377 0.3729 0.0652
0.0005 0.0394 0.5256 0.5251
0.0003 0.0405 0.2214 0.2211
0.0005 0.0462 0.2653 0.2648
0.0002 0.0462 0.3027 0.3025
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Table 7
Configurations of ANN-2.

Configuration Number of neurons The sum of squared errors

Layer 1 Layer 2 Layer 3 Min Mean Max  Standard deviation

1 9 13 10 0.0001 0.0145 0.0976 0.0179
2  9 10 8 0 0.0156 0.0908 0.0181
3  7 11 12 0.0002 0.0162 0.1055 0.0203
4 13 9 7 0.0001 0.0174 0.1021 0.0215
5 12  11 9 0.0001 0.0178 0.1003 0.0217
6  12 7 8 0.0003 0.0194 0.0919 0.0223
7  10 12 7 0 0.0194 0.1158 0.024
8  12 7 10 0.0001 0.0193 0.1217 0.0245
9  8 10 8 0.0001 0.0193 0.1153 0.0247

10 9 10 9 0.0002 0.0202 0.0966 0.0238
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Fig. 9. Fitted cumulative distribution func

7.5 percentile is considered as the threshold value, i.e. ε1 = 0.16.
ig. 9 shows the cumulative distribution function of the sample data

nd the hypothesized distribution. Similarly, the scale and shape
arameters are estimated to be 0.013 and 0.83 for ANN-2, and the
hreshold value is set to ε2 = 0.05.
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Fig. 10. Plot of the ANN
 the sum of the squared errors for ANN-2.

5.1.3. Testing the detection algorithm
We  first study the performance of the detection algorithm under
normal operation conditions. We  run our simulation for the next
407 h (hour 338 to hour 744). The normal operation includes load
variability and generator outages. Figs. 10 and 11 show the time

250 300 350 400 450

Hours)

-1 false alarms.
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Fig. 11. Plot of the ANN-2 false alarms.

Table 8
Detection results of one anomaly injection.

Line ANN-1 detection ANN-2 detection Line ANN-1 detection ANN-2 detection Line ANN-1 detection ANN-2 detection

1 Yes Yes 14 Yes Yes 27 Yes Yes
2  Yes Yes 15 Yes Yes 28 Yes Yes
3  Yes Yes 16 Yes Yes 29 Yes Yes
4  Yes Yes 17 Yes Yes 30 Yes Yes
5  Yes Yes 18 Yes Yes 31 Yes Yes
6  Yes Yes 19 Yes Yes 32 Yes Yes
7 Yes Yes  20 Yes Yes 33 Yes Yes
8  Yes Yes 21 Yes Yes 34 Yes Yes
9 Yes  Yes 22 Yes Yes 35 Yes Yes

10  Yes Yes 23 Yes Yes 36 Yes Yes

s
r
f

c
p
a
t
o
r
c

c
r
I
a
F

T
C

11  Yes No 24 Yes 

12  Yes Yes 25 Yes 

13  No Yes 26 Yes 

eries of the sum of the squared errors SSEt for ANN-1 and ANN-2,
espectively. Three false alarms are observed in Fig. 10 and seven
alse alarms are observed in Fig. 11.

To study the performance of the detection algorithm under a
yber attack, we change the database of the power system at one
articular point in time. At hour 744, we change the phase shifter
ngle from 0 to �/6 radians of each line, one line at a time. We  run
he two detection algorithms. Table 8 shows whether the change
f a particular line is detected using either detection algorithm. The
esults show that ANN-1 and ANN-2 detect 37 out of the 38 injected
hanges.

Next, we create four other cyber-attack scenarios in which we
hange multiple lines simultaneously. Since multiple lines can be

andomly selected, we run 200 replications for each attack scenario.
t is assumed that the attacker may  change the origin/destination of

 transmission line, Hk,l, the normal capacity of a transmission line,
max
l

or the line availability status. We  assume that the attacker may

able 9
yber-attack scenarios.

Line Scenarios

A B 

1st Modify Origin Modify Origin 

2nd  Modify Destination Modify Capacit
3rd  Remove 
Yes 37 Yes Yes
Yes 38 Yes Yes
Yes

decrease the capacity of a transmission line to 10% of its original
value. It is important to mention that under certain cyber attacks
the DC-OPF cannot obtain a feasible solution. Since the operator
should be alerted to this condition, this cyber-attack scenario is
considered detected. The cyber-attack scenarios are summarized
in Table 9.

The performances of the detection algorithms ANN-1 and ANN-
2 are given in Table 10.  The results show that the reduced ANN-2
which eliminates redundant information performs slightly better
than ANN-1 for scenarios A, B and C. In scenario D the performances
of both algorithms are comparable. Hence, the reduced ANN is cho-
sen for experiments with the AC-OPF based detection algorithm.
5.2. AC-OPF detection algorithm

The AC-OPF detection algorithm, ANN-3, is similar to the DC-
OPF detection algorithm except that the AC-OPF algorithm takes

C D

Modify Capacity Modify Origin
y Modify Capacity Modify Origin

Modify Capacity Modify Origin
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Table 10
DC-OPF detection results in different cyber-attack scenarios.

Scenario % Detection

ANN-1
DC-OPF Model

ANN-2
DC-OPF Model

A 92.5 97.5
B 95.0 97.0
C 95.5  97.5
D 99.5  98.5

Table 11
Configurations of ANN-3.

Number of neurons Configuration statistics

Layer 1 Layer 2 Layer 3 Min  Mean Max  Standard
deviation

13 11 8 0.0001 0.0163 0.1035 0.0223
12  8 11 0.0001 0.0204 0.0822 0.0236
13  11 12 0.0003 0.0182 0.1337 0.0262

9  8 12 0.0005 0.0183 0.1269 0.0261

t
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Table 12
AC-OPF detection results in different cyber-attack scenarios.

Scenario % DetectionANN-3AC-OPF Model

A 95.0
B 95.0
C 98.5
D 99.0

Table 13
Training and detection computational times.

Artificial neural network Training time (s) Detection time (s)

ANN1 35.19 7.05
ANN2 17.53 10.55
9  9 12 0.0003 0.0165 0.1698 0.0288

he real AC power flows obtained from AC-OPF as inputs to the
NN and returns the estimate of the real AC power flows of the next
eriod. The same process used for DC-OPF is used to determine the
est design for ANN-3. Table 11 shows the best configurations of
NN-3. The first configuration is selected.

For ANN-3, the scale and shape parameters are estimated to be
.013 and 0.74, respectively. Assuming that a 2.5% false alarm rate is
cceptable, the 97.5 percentile is considered as the threshold value,
.e. ε3 = 0.078.

Similarly, to study the performance of the AC-OPF detection
lgorithm under normal operation conditions, we run our simu-
ation for hour 338 to hour 744. Fig. 12 shows the time series of
he sum of the squared errors. Eight false alarms are observed in
ig. 12.

To study the performance of ANN-3 in detecting anomalies, the
ame attack scenarios mentioned in Table 9 are used. The detection
esults are provided in Table 12.  The results show that the algorithm
erformance is highly satisfactory. The percentage of detection is
reater than 95% under all scenarios.
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Fig. 12. Plot of the ANN-3 false alarms.
ANN3 10.77 24.15

5.3. Computational time analysis

All experiments are performed on a 64-bit laptop with an Intel
Core i5 2.4 GHz processor and 4GB RAM. The training time of the
artificial neural network and execution time of 100 replications of
anomaly detections are given in Table 13.

6. Conclusions

We  have illustrated that cyber attacks could be as dangerous
as physical attacks to the power grid since they could cause major
physical losses and damages. Current data cleansing methods are
not powerful enough to detect all cyber-attacks. We  have proposed
an algorithm which uses artificial neural networks to detect cyber
attacks against the transmission network data of an electric power
system, which is an additional security measure to the traditional
state estimation software. An alarm from our algorithm would indi-
cate that a parameter was changed deliberately.

We have used network observability rules to reduce the size
of the inputs to the ANN while maintaining the critical variables.
We have tested our algorithm in two  software modules, DC-OPF
and AC-OPF. We  have simulated cyber attacks by changing the
parameters of components and transmission lines. The algorithm
was able to detect 92–99.5% of the introduced anomalies with a
small number of false alarms. The detection capability of the algo-
rithm depends on how the altered parameters change transmission
power flows. Although the algorithm is effective on detecting the
presence of an anomaly in the system, it cannot identify, locate, or
eliminate the anomaly.

The main obstacle for using the algorithm on a much larger
power system is the computer processing time, which is highly
depending on the number of input/output variables of the ANN.
Fortunately, the ANN approach accepts parallel computing and can
be easily implemented on a computer with multiprocessors. Cer-
tainly, more research needs to be done on studying the performance
and the level of scalability of the proposed approach. However, the
results from the 24-bus power system have shown that the algo-
rithm is a promising tool for adding an extra level of cyber-security
to a power system.
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