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Abstract—Malware pose a significant threat to the power grid
and the connected electric vehicle infrastructure. Penetration
and propagation of cyber attacks including worms and viruses
vary depending on the nature of the connected systems. Electric
vehicles (EVs) being the mobile portion of the smart grid may
easily spread worms and viruses in a large geographic area.
We propose a probabilistic model for the worm propagation
in EV to Electric Vehicle Supply Equipment (EVSE) networks,
formulate threat levels and then, we propose a Mixed Integer
Linear Programming (MILP) model as a protection scheme that
relies on isolating infected nodes. The threat levels are used to
determine temporarily isolated EVSEs in order to avoid malware
propagation. isolated. Worm propagation depends on contact
duration and next connection time. Similar to other networks,
patches to fix bugs that cause malware propagation are released
with certain delay. The aim of our protection scheme is to develop
a response model that finds an optimal isolation solution for the
infected nodes until the patches are released.

Index Terms—cyber-attack, electric vehicle, worm propaga-
tion, resilience, security, smart grid, wireless networks.

I. INTRODUCTION

Electric vehicles (EVs) have many advantages including
reducing nation’s dependency on fossil fuels, having lower
operating costs than combustion engine vehicles and having
near zero emission. They are considered as the mobile portion
of the smart grid [1], [2]. The energy stored in EV batteries can
be used as short-term or emergency power supply for homes
and businesses, in addition to supplying the motor force to
drive the vehicle. Using smart grid communications through
utility and service provider networks, EVs can participate
in more advanced applications such as providing ancillary
services. Ancillary services are operated at the background
in day-to-day operation of the power grid, and they include
peak power supply, spinning reserves and regulation. Despite
numerous advantages and the opportunities that come with
EVs, they may pose significant threats to the grid and risk the
resilience of the smart grid.

EVs and Electrical Vehicle Supply Equipment (EVSE) a.k.a.
charging stations which are EV’s connection points to the
power grid, form the Electric Vehicle Infrastructure (EVI). An
EV connect to an EVSE via an SAE 1772 connector which
can provide AC or DC power depending on the type of EVSE.
Commercially Level-1, Level-2 and fast charging stations are
available, in addition to wireless chargers in demo stage. The
SAE 1772 connector is designed with a pilot communication

line while most EVSE’s have wireless access either using IEEE
802.15.4 standard (Zigbee) or IEEE 802.11 (WiFi) [3], [4].
National Renewable Energy Lab (NREL) has also done tests
to use Powerline Communications (PLC) over J1772 [5]. The
communication technologies are used to exchange information
between EVs and EVSEs, such as State of Charge (SoC),
desired charging duration or top up amount in dollars, distance
to next destination from EVs to EVSEs, and electricity price,
load control signals from EVSEs to EVs. The communication
infrastructure that links EVs with EVSEs provide means to
exchange such basic information, besides in the future it may
used for energy trading bids and many more information that
is useful for advanced smart grid applications [6]–[9].

EVSEs can be located in airports, shopping malls, as
well as less controlled places such as curbs, roadside or on
highways. Physical and cyber security and the resilience of
the power grid may be under risk if when the attackers launch
attacks from EVs or EVSEs. Physical tampering, malicious
software uploads and load alteration are among the possible
attacks on the EVI. The impacts of such attacks can be
as harsh as causing regional blackouts, or less severe but
still undesirable disruption of the ISO/RTO market systems.
More importantly, cyber attacks initiating from the EVI can
propagate very fast with the help of ubiquity of communi-
cations and mobility of EVs. Malware loaded to an EVSE
can compromise an EV easily and the worms can be carried
around a city and its interconnections, as an EV travels and
charges its battery from several other EVSEs on the road.
Those malware can compromise other equipment in the smart
grid, including Phasor Meaurement Units (PMUs), line and
transformer monitoring and protection equipment, and smart
meters. The cyber component of the modernized power grid
makes attack propagation much more impactful than the legacy
grid [11], [12]. Previous studies focus on protecting the smart
grid equipment from malware and other potential threats [13]–
[15] while the most vulnerable part of the grid, i.e. EVI has
been less explored. An attack scenario has been identified in
[16] which uses the EVI to attack smart grid. In the scenario,
the EV passes the challenge-response authentication using the
trusted computing base (TCB), however instead of an EV, a
malicious load is physically connected (plugged-in) to the grid.
The malicious load does not respond to the demand-response
commands, and does not curtail its load which triggers circuit
breakers when multiple loads acts simultaneously. Thus, the
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mismatch between the physically connected device and the
cyber authenticated EV risk the resilience of the smart grid.
In [17], the authors propose using two-step challenge response
to mitigate such attacks; one over the wireless communication
link and another through the SEA J1772 connector. Although
authentication can be solved with such approaches, malware
spread is harder to handle and can have more severe impacts.
Once a legitimate digital certificate is captured by a malicious
user, malware can be signed and spread from EVs to the
EVSE and then, from the compromised EVSE to other EVs
and finally the attack may infect the smart grid equipment. In
a system where EVSEs are interconnected and EVs commu-
nicate through VANETs, EVSE2EVSE communications and
EV2EV communications magnifies the scale of the attacks.
We consider malware spread from EV to EVSE and EVSE to
EV but the proposed response model can be easily generalised
for a fully connected EVI.

In this paper, we propose a protection scheme to mitigate
malware propagation in EVI. We estimate the threat level
in the EVI based on charging duration. Then, we develop a
protection scheme that responds to the attack by temporarily
isolating compromised EVSEs. Our Mixed Integer Linear Pro-
gramming (MILP) computes the minimal number of EVSEs
to be isolated to keep the desired level of service, while
protecting the grid from attack propagation. We do not include
EVSE to EVSE communications as most EVI applications do
not require peers to communicate.

The rest of the paper is organized as follows. In Section
II, we present the related work in cyber attacks on EVs.
In Section III, we explain the system model, definitions and
the underlying communication infrastructure in the EVI. In
Section IV, we present our model that we use to estimate
the threat level, and in Section V, we provide the details
of our protection solution that isolates the infected EVSEs
based on our MILP formulation. In Section VI we evaluate
the performance of our scheme. Finally, Section VII concludes
the paper.

II. RELATED WORK

Smart grid cyber security and resilience have received
significant attention in the recent years. There are several
works on smart grid protection as well as EVI protection.
In [13], a malware oriented attack towards PMUs has been
investigated. The PMUs have been assumed to be connected to
the Independent System Operator (ISO) via multi-hop network
of routers. A MILP based response model has been proposed
in order to prevent worms from spreading.

In [20], attacks on dynamic electricity pricing has been con-
sidered and their impacts on EV charging has been discussed.
It has been shown that price information attacks impact the
optimality of EV schedules, thus lead to discrepancy between
the real and expected costs of EV charging. Malware on EVI
can easily deploy price information attacks or load alteration
attacks which may cause suboptimal schedules for EVs or
incorrect pricing for utilities and customers.

In [21], the authors have identified that malware infections
can impact upstream equipment in the smart grid, which

includes EVSEs, circuit breakers, transformers, PMUs, utility
computers and so on. Security certificates have been proposed
as a possible solution to prevent malware infections. Although
it is a practical method, security certificates can be stolen via
a trojan software and malicious users can easily sign malware
as legitimate software. Therefore, having a response model for
such attacks is vital for the resilience of the smart grid.

Worm propagation has been studied in the context of
Vehicular Ad Hoc Networks (VANETs) where vehicles com-
municate safety and entertainment purpose. Khayam et. al.
[18], uses the so-called Susceptible, Infected, Removed (SIR)
model to analyze worm propagation among vehicles. The
authors consider the impact of traffic density, channel fad-
ing conditions and mobility models. In VANETs, interactive
patching has been shown to better handle worm outbreaks in
comparison to preemptive patching. In [19], contrary to [18],
SIR model has been avoided due to its inaccuracy in mobile
environments and a new model based on probabilistic queue-
ing has been proposed. In this paper, we consider interactive
patching and our scheme works independent of SIR models.

Despite strong authentication methods and secure certificate
handling efforts, it may not be possible to totally avoid attacks.
For this reasons, it is essential to examine the grid’s response
to the attacks. Locating and isolating compromised equipment
is a significant step for improving the resilience of the smart
grid [3].

III. SYSTEM MODEL

A. Model Definition and Assumptions
We consider an ecosystem of EVs and EVSEs where EVs

are connected to EVSEs in one-hop either using wireless com-
munications or wireline communications that are discussed
in the next section. Here, Υ denotes the set of EVSEs and
Θ denotes the set of detected compromised EVSEs where
|Θ| = M and Θ ⊆ Υ. The set of EVs that have been connected
to the detected compromised EVSE is given by Γ. When an
EV is connected to a compromised EVSE for charging, the
worm spreads from the EVSE to the EV with probability β.
We assume infections are detected with a delay of ∆t. The
likelihood of an EVSE or an EV is referred as threat levels.
The proposed protection scheme relies on a response model
that minimizes the maximum threat level of all connected
EVSEs at the time of detection that is denoted by td. Then,
compromised EVSEs are isolated temporarily while keeping
the EV network operational for a load of DEV that is the
forecasted demand for EV charging stations. A typical attack
spread scenario is illustrated in Figure 1. In Figure 1a an
EV from the city, charges at a suburban EVSE while driving
through, and compromises the suburban EVSE. Then, Figure
1 b shows the local EVSE being compromised and infecting
a local EV that charges. After the malware spreads to the EV,
it can compromised any EVSE. In Figure 1c, the residential
EVSE is shown to be compromised.

The summary of notations used throughout this paper is
given in Table 1.

The cyber attacks propagate through communication links
therefore, it is important to define means of communications
in the EVI.
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Fig. 1: Cyber attack propagation in the EVI. a) An EV from
the city compromises the suburban EVSE, b) a local EV

charges from the compromised EVSE c) Residential EVSE
becomes infected through the local EV.

TABLE I: Summary of notations.

Notation Definition

Υ Set of EVSEs

Θ Set of detected compromised EVSEs

Γ Set of EVs that have been connected to the detected
compromised EVSE

M Number of detected compromised EVSEs

DEV Forecasted demand for EV charging stations

xj Binary decision variable which equals 1 if EV SEj

is kept connected to the network, and 0 otherwise

Aj(t) random variable which equals 1 if EVj is compro-
mised, and 0 otherwise

Bj Random variable which equals 1 if EVj infected the
EVSE, and 0 otherwise

β The probability that an attack propagates from an
EVSE to an EV or vice versa

θj(t) The probability of an EVSE being compromised

λj(t) the probability of an EV being compromised

Tj Threshold value for an operational EVI

Cj Number of charging stations at EV SEj

Y Maximum threat level of EVSEs

B. EVI Communications

Electric vehicle networks can make use of several commu-
nication technologies to connect EVs to EVSEs and EVSEs
to EVSEs. In this paper, we focus on EV to EVSE communi-
cations because of a wide variety of applications make use of
the information exchanged between EVs and EVSEs. Among
many standardized and propriety communication solutions,
Zigbee, WiFi and PLC are the commonly considered standards
in the electric vehicle infrastructure.

Zigbee is a short-range, low-data rate, energy-efficient wire-
less technology that is based on the IEEE 802.15.4 standard.
Zigbee utilizes 16 channels in the 2.4GHz ISM band world-
wide, 13 channels in the 915MHz band in North America
and one channel in the 868MHz band in Europe. Zigbee is
designed to service low rate data transmission within close
reach which is convenient for the message exchanges between
EVs and EVSEs. Zigbee can support data rates of 250 kbps,
100kbps, 40 kbps, and 20 kbps and the range of a Zigbee radio
is approximately 30 meters indoors.

Wi-Fi is based on the IEEE 802.11 set of standards which
supports point-to-point and point-to-multipoint communica-
tions. The data rate of IEEE 802.11 standards range from 1
Mbps to 100 Mbps. 802.11 operates in the 2.4 GHz ISM band
similar to Zigbee, however it has a longer range. Although
the data rate and the range provided by WiFi is above what
is needed for most EV related applications, widespread use of
IEEE 802.11 in homes have made several EVSE manufacturers
including Siemens and JuiceBox adopt WiFi.

It is also possible to utilize Power Line Communications
(PLC) for EV to EVSE connectivity. PLC uses the low voltage
power lines as a communication medium for data and it has
been already used by some utilities for load control and remote
metering. Thus, PLC can carry price signals, load control
commands from EVSEs to the EVs, and vehicle, driver and
battery related information from the EV to the EVSE.

IV. ESTIMATING THE THREAT LEVELS

In this section, we calculate the threat levels of the un-
compromised EVSEs if one or more EVSEs were detected
as compromised. EVs connected to the compromised EVSE
propagate the cyber-attack when they are connected to other
EVSEs for recharging. If the attack propagates to more
EVSEs, it could jeopardize the supply of power to EVs since
the compromised EVSEs may be taken off service temporarily.
If proper action is not taken, cyber-attacks can propagate
from EVSEs to other equipment on the grid and endanger
the resilience of the smart grid.

Let us assume at time td, M EVSEs are detected to be
compromised while the remaining EVSEs are uncompromised.
It takes time ∆t for the cyber-attack to be detected. Hence,
all EVs connected to the detected compromised EVSEs during
time interval [td−∆t, td] are likely to be compromised. During
this time, there is a chance that the attack could have been
propagated to uncompromised EVSEs by the compromised
EVs recharging at different stations. Moreover, these new
compromised EVSEs can further infect other EVs, and so
forth. We represent by the probabilities, θj(t) and λj(t), the
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likelihood of an EVSE and an EV being compromised (also
called threat level) at time t, respectively. The initial threat
levels of the EVSEs, θj(0), are given as follows.

θj(0) = 1 ∀j ∈ Θ (1)
θj(0) = 0 ∀j /∈ Θ (2)

First, we calculate the initial threat levels of EVs, λj(0),
connected to the compromised EVSE during time [td−∆t, td],
given that one of these EVs had infected the EVSE in the
first place. We represent the number of EVs connected to the
compromised EVSE during this time period by N∆t.

Pr(Aj(0) = 1) = 0 ∀j /∈ Γ (3)
Pr(Aj(0) = 1) = Pr {(Aj(0) = 1|Bj = 1}

× Pr {Bj = 1}
+ Pr {(Aj(0) = 1|Bj = 0}
× Pr {Bj = 0)} ∀j ∈ Γ (4)

Therefore, we obtain equation (5) where β is the probability
that a cyber-attack propagates from an EVSE to an EV
and vice versa. Probabilistic malware spread models assume
attacks propagate within the network of nodes with some
probability [13], in this paper, we adopt a similar approach.

λj(0) = 1× 1

N∆t
+ β × N∆t

N∆t − 1
(5)

Since all parameters in equation (5) are constant, we repre-
sent the initial threat levels by P0 for simplicity. The infected
EVs are likely to compromise the other EVSEs. To calculate
the threat levels of EVSEs at time t = td, we need to sort EVs
based on their time of connection to the EVSEs in time interval
[td −∆t, td]. Hence, we represent their time of connection to
EVSEs by cardinal numbers for simplicity. We use equation (6)
to calculate the threat level of an EV after getting connected
to a compromised or likely-compromised EVSE.

λj(t) = 1− [1− λj(t− 1)]× [1− β × θj(t− 1)] (6)

In equation (6), the first bracket represents the probability
that the EV has not been compromised before connection to
the EVSE; the second bracket represents the probability that
the attack has not been propagated to the EV after connection
to the EVSE.

Similarly, the threat level of EVSEs need to be updated
after each time an EV is connected to the EVSE. We use
equation (7) to calculate the threat levels of EVSEs.

θj(t) = 1− [1− θj(t− 1)]×
∏

(1− β × λj(t− 1)) (7)

In equation (7), the first bracket represents the probability
that the EVSE has not been compromised before connection
of the newly connected EVs; the second bracket represents
the probability that the attack has not been propagated to the
EVSE after connection of the newly connected EVs. The threat
levels of EVs and EVSEs need to be calculated iteratively
from time t = td − ∆t until time t = td. Next, we use our
proposed response model to determine which EVSEs should
be isolated temporarily in order to avoid the propagation of
the cyber-attack.

V. RESPONSE MODEL

The response to cyber-attacks to an EVSE network is mod-
eled using mixed integer linear programming. The objective
function of the model is the minimization of the maximum
threat level of all connected EVSEs at the time of detection
t = td. The threat levels at time t = td are calculated using
equation (7).

Z = min
x

max
j

(θj
(
td
)
× xj) ∀j ∈ Υ (8)

We reformulated the equivalent of the objective function
linearly given in equations (9)-(14).

Z = minY (9)

Subject to:

wj ≤ xj ∀j ∈ Υ (10)
wj ≤ θj(td) ∀j ∈ Υ (11)
wj ≥ θj(td)− (1− xj) ∀j ∈ Υ (12)
wj ≥ 0 ∀j ∈ Υ (13)
wj ≤ Y ∀j ∈ Υ (14)

We add equation (15) to keep EVSEs with threat levels less
than a threshold value connected to the network.

θj(td) > Tj − xj ∀j ∈ Υ (15)

Disabling EVSEs from the network may affect the power
supply to EVs, so there should be a constraints to ensure that
supply meets demand.∑

j∈Υ

Cjxj ≥ DEV (16)

where Cj is the capacity of EV SEj and DEV is the forecasted
demand for the EV charging stations at t = td.

VI. NUMERIC RESULTS

In this section, we provide a simple case to explain our
proposed response model. We assume that our test system
includes three EVSEs and four EVs. It is assumed that
EV SE1 is detected compromised at time t = td and EV1

and EV2 were the only ones connected to this EVSE. Using
equation (6), the initial threat levels of EV1 and EV2 are
calculated as follows given that β = 0.2.

λ1(0) = 0.5 + 0.2× 0.5 = 0.6 (17)
λ2(0) = 0.5 + 0.2× 0.5 = 0.6 (18)

Notice that that λ3(0) = λ4(0) = 0 since they were not
connected to the compromised EVSE at time t = 0.

Now, we assume the following charging schedules before
time t = td to show calculation of the threat levels. 1) At
t = 1, EV2 and EV3 were connected to EV SE3 and EV SE2,
respectively. Hence, the treat levels are updated as follows.

θ3(1) = 1− (1− 0)(1− 0.2× 0.6) = 0.12 (19)
λ3(1) = 0 (20)
λ2(1) = 0.6 (21)
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Notice that the threat levels of EVs did not change since
the EVSEs they were connected to had a threat level of zero
at time of connection.

2) At t = 2, EV1 and EV3 were connected to EV SE2

simultaneously. Hence, the treat levels are updated as follows.

θ2(2) = 1− (1− 0)(1− 0.2× 0.6)(1− 0.2× 0) = 0.12(22)
λ1(2) = 0.6 (23)
λ3(2) = 0 (24)

Notice that the threat levels of EVs did not change since
the EVSE they were connected to had a threat level of zero
at time of connection.

3) At t = 3, EV2 and EV4 were connected to EV SE3

simultaneously. Hence, the treat levels are updated as follows.

θ3(3) = 1− (1− 0.12)(1− 0.2× 0.6) (25)
×(1− 0.2× 0) = 0.2256

λ2(3) = 1− (1− 0.6)(1− 0.2× 0.12) = 0.6096 (26)
λ4(3) = 1− (1− 0)(1− 0.2× 0.12) = 0.0240 (27)

Therefore, the threat levels of EVSEs increased due to likely
compromised EVs recharging in different EVSEs. Now, we
would like to explain how our response model determines to
temporarily isolate EVSEs given that the threshold value is
set as Tj = 0.20. The model minimizes the maximum threat
level. Since all three EVSEs are likely to be compromised,
the model prefers to isolate all three EVSEs. However, the
constraints on threshold value and demand for charging station
do not let the objective function isolate all EVSEs. The threat
level of EV SE2 is less than the threshold value, so it should
be kept connected to the network. The threat level of EV SE1

is 1 since it has been detected compromised, so it will be
shut down to slow down the propagation of the cyber-attack.
The objective function favors to shut down EV SE3 as well
because it decreases the maximum threat level to 0.12 instead
of 0.2256. However, it happens only the remaining capacity of
the charging stations in EV SE2 is sufficient to meet demand.
Otherwise, EV SE3 would have been also kept connected to
the network.

Furthermore, the threat levels of EVs and EVSEs are func-
tions of β, the probability that an attack propagates from an
EVSE to an EV or vice versa. We chose β = 0.2 arbitrarily in
our experiments. In Figure 2, we show the impact of different
values of β on the threat levels of EVs. The threat level of
EV3 is not shown since it was recharged at EVSEs when they
were not compromised.

Similarly, the impact of different values of β on the threat
levels of EVSEs are provided in Figure 3.

It can be inferred that it is critical to determine the right
value of β before utilizing our proposed model since it has a
significant impact in estimating the threat levels of EVs and
EVSEs.

VII. CONCLUSION

The resilience of smart grid is vulnerable due to having a
large number of interconnected components in the physical
and cyber domain. Attackers may compromise loads, smart

Fig. 2: Threat Levels of EVs considering different values of
parameter β.

Fig. 3: Threat Levels of EVSEs considering different values
of parameter β.

meters, transmission and distribution equipment, PMUs, sen-
sors, computers and so on. Electric vehicle is one of the
loads that carry high risk of security. Its mobility, heavy
load, communication capability make it an easy target for
attackers. In particular, cascaded attacks and worm infections
can propagate faster than other components. In this paper,
we address the protection of the smart grid from the worm
infections that initiate from the Electric Vehicle Infrastructure
(EVI). In the EVI, EVs and EVSEs communicate to exchange
information such as state-of-charge of vehicle battery, desired
amount or duration of charging, price of electricity, load
control commands from the utility and so on. A compromised
EVSE may infect multiple EVs and EVs may infect other
EVSEs when they arrive to their next destination and recharge
their batteries. We propose a threat level model to compute
worm spread in such a scenario. Then, we propose a protection
scheme that responds to malware attacks by isolating the
compromised EVSEs. Our proposed Mixed Integer Linear
Programming (MILP) model aims to minimize the maximum
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threat level of all connected EVSEs by taking the future
EV demands into consideration. We show that our scheme
isolated the necessary number of EVSEs to keep cyber attacks
under control while providing reasonable number of EVSEs
operational to service the EVs. Furthermore, the likelihood of
an infection to be spread is critical for the proposed response
model.

As a future work, we plan to extend this study to include
EV mobility patterns and recharging frequencies. Furthermore,
we only studied the cyber attacks on the EVI, and did not go
beyond the charger. However, we are planning to investigate
the impacts of such attacks initiating from the EVI on the
PMUs and the smart meters in the power grid, thus we
will include tests on sample IEEE bus systems and more
complicated network topologies.
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